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Digital Silk Road: Internet Connectivity
or Internet Captivity?

Sriparna Pathak

The importance of digital connectivity - in addition to physical
connectivity - was realised by China as it carefully created the concept
of the Digital Silk Road and enmeshed it within its ambitious Belt and
Road Initiative (BRI). The Digital Silk Road has been spurred into
action with the inauguration of the fibre optic system in Pakistan in
July this year. The optic cable of 822 kilometres will connect
Rawalpindi with Khunjerab at a height of 47000 metres, making it the

highest network in the world. The cable will also have multiple

international links with a landing station in Gwadar so as to decrease
problems of poor connectivity. The project has been deployed by
Huawei Technologies; out of the total cost of USD 44 million, 85
percent of the loan has been provided by the Exim Bank of China and
15 per cent is the responsibility of the Government of Pakistan. The
responsibility for operation and maintenance falls on the Special
Communication Organisation (SCO), a public sector organisation
operated by the Ministry of Information Technology and
Telecommunication and maintained by the Pakistani Army. The 822
km long fibre optic system is being touted as a safe and reliable
connectivity system. This reduces Pakistan’s fears of surveillance by
Indian authorities in its communications network as much of the
already existing optical fibre network in Pakistan has been laid by a

consortium of companies which includes Indian firms.
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Xi Jinping said in April this year that a digital pathway would help other nations to build digital
infrastructure and online security. Chen Zhaoxiong, the minister of information technology, even
defined the Digital Silk Road as “a community of common destiny in cyber space”. While Pakistan
will definitely benefit from the fibre optic network, as it will reduce the country’s dependence on
submarine cables which are often damaged leading to disruption of internet services in the country,
the fact remains that China, which is already adept at myriad forms of information warfare, could
gather information through these cables; this has been pointed out by a recent research note
prepared by the Council for Foreign Relations (CFR). Technicians can bend or clamp the fibres to
allow data leak or to bypass encryption; prior actions taken by the Chinese government such as
installing backdoors in encryption technology suggest that it could take similar actions while laying
down fibre optic networks in other countries.

The interesting point to note is that the deployment of the entire project is being undertaken by
Huawei Technologies - the same company whose smart phone sales were not allowed in the US due
to unacceptable security risks. In 2016, when Russia was creating the Yarovaya law - which
basically required telecoms and Internet providers to store user data for six months and metadata for
three years - and sought China’s help, Chinese officials made sure that senior Huawei staff were
present at key information security conferences. The Guardian reported that the company was the

major sponsor of the Russian information security forum held in Beijing in October.

In the UK a government report stated that technical and supply-chain issues with equipment made
by Huawei have exposed Britain's telecom networks to new security risks. In Australia as well,

Huawei is looked upon at with suspicion. Therefore Huawei has been associated in various

countries with some form of information warfare.

Plausible reasons for surveillance and online monitoring in Pakistan are many. The reasons for the
Pakistani government range from maintenance of stability for completion of Chinese projects to the
Chinese government’s needs for control over information in a region where it has invested billions
of dollars. Firstly, it is in China’s best interests to have friendly governments in neighbouring
countries; one of the friendliest countries China has is Pakistan. The issue of the China-Pakistan
Economic Corridor (CPEC) determines all spheres of public life in Pakistan; this is reflected in a
dominant presence in media coverage and societal as well as academic debate. China would want

Pakistan to remain in its favour. However, there is a section of aware Pakistanis who are alarmed
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regarding the ramifications of the CPEC, especially as concerns loans from China, loss of
sovereignty, social tensions and domestic economic distortions. They have raised apprehensions
that Gwadar will have the same fate as the Hambantota Port in Sri Lanka. With elections around the
corner, surveillance in Pakistan would favour China. This would not be the first instance of China
using covert telecommunications and operations to interfere in another country’s elections. In July it
was reported by a US-based security research firm, Fire Eye, that a Chinese hacking group with
links to Beijing broke into the computer systems belonging to Cambodia’s electoral commission,

government ministries, domestic media and opposition figures.

Secondly, censoring Pakistani voices online who might question the CPEC or Chinese loans is an
additional advantage. Thirdly, the fact remains that several secessionists with allegiance to the East
Turkmenistan Islamic Movement (ETIM), who have regularly wreaked havoc in China’s Xinjiang,
seek refuge in Pakistan. Internet surveillance and monitoring of fund flows electronically would
serve China well so as to further shield itself from terrorism and secessionism. Therefore, this fibre
optic network will actually pose a big problem in terms of surveillance and censorship for internet

users in Pakistan.

Fourthly, the project will supposedly bring 3G and 4G connectivity to the Gilgit Baltistan region
and other areas. Even though internet was introduced in the region in early 2000, and that there
were several consumer-friendly packages from the SCO, quality eventually deteriorated. The reason
for the deterioration was the end of competition. Comsats - which was the only other internet
provider - opted out and its exit implied a market monopoly by the SCO. Lack of competition led to
a rapid decline in quality, and the quality was in fact so bad that journalists held demonstrations
protesting slow connectivity. However, with the boost from the fiber optic cable network, things are
predicted to change in the near future, as technology will boost tourism and local economy as well

as create job opportunities for local people.

However, the fact is that this region is a disputed territory, and over the years its inhabitants have
complained of gross human rights abuse. The inhabitants of this region have been opposed to the
CPEC and time and again protests have erupted on the issue. The fiber optic cable, as stated

previously, will be maintained by the SCO - which in turn is maintained by the Pakistani Army. The

kind of surveillance that China has been using in Xinjiang could be imagined in this region as well.
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China would only be too happy to have a peaceful completion of its projects in the region, and
would be glad to share its censorship and surveillance techniques with the Pakistani army in this
region so as to quell protests against the CPEC. China sees telecommunications as a new frontier in
its military doctrine and would be glad is its all-weather friend could ape its doctrine to certain

extents so as to ensure smooth completion of Chinese projects.

The worrisome point for India would be the extension of the project, which is already in the
pipeline, to Gwadar. The increased Chinese digital presence in Gwadar should be a source of

concern for India given the fact that the port in question can provide a listening post to observe

Indian naval activities around the Persian Gulf, Gulf of Aden and South Asia. Gwadar, as stated
by India’s former National Security Advisor Mr. Shivshankar Menon, is critical for China’s take
off as a naval power. Under the guise of the CPEC, China is actually exporting its policy of
authoritarian cyber controls and giving countries such as Pakistan - which are heavily leaning in
favour of authoritarianism - the right to regulate and censor their own citizens, in addition to
carrying security threats to other countries in the region. Therefore the possibilities of truncating
democratic freedoms by undermining freedom of speech and expression as well as that of the press

are much higher than the possibilities of reaping benefits from digital connectivity.
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