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On the Asian Century, Pax Sinica & Beyond

The international expansion of China’s
Private Security Industry:

A threat to Human Rights and Democracy
in Belt and Road countries?

Dr Siegfried O. Wolf

As China further expands into politically unstable and highly risky
areas under the Belt and Road Initiative (BRI), the country faces the
emergence of new security scenarios. Chinese international
businesses and development activities confront an increasing
number of threats demanding the proactive protection of overseas
citizens, assets and interests. This goal became a priority in China’s
foreign policy agenda. Today, it appears that Chinese Private
Security Companies (PSCs), understood here as private entities that
sell services related to force (Anheier & Juergensmeyer & 2012), are
supposed to take on a leading role in ensuring Beijing’s ambitions
abroad. In consequence, one can witness — along with the BRI - a
large-scale growth of China’s private security industry, a rapidly
expanding international presence by Chinese PSCs, and an enhanced
process of privatisation of the security market. These phenomena
deeply affect security environments in many BRI-participating
countries and countries hosting Chinese PSCs; they also reveal

Beijing’s new international goals and strategies..

A core question concerns how far these PSCs operating outside
mainland China are market-driven or on the contrary following a
political mandate. Is Beijing building-up an alternative security
structure autonomous from its regular armed forces so as to ensure
its interests along the BRI? Regarding this issue, the following

arguments will be made here:
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Firstly, the BRI will lead to a securitisation (and militarization) of volatile, lawless and conflict-torn
areas home to Chinese commercial and development projects. Here, it is possible that the presence
of Chinese PSCs might contribute to the escalation of local/regional conflicts.

Secondly, an increasing deployment of PSCs by China will push for the privatisation of the security
sector. This privatisation and the use of PSCs could lead to a loss of state sovereignty, human rights
violations and negative impacts for the quality of democracy among the countries affected. These
considerations are especially relevant in countries in democratic transition and consolidation.
Thirthly, the contracting of PSCs in weak of failed states can further jeopardise the stability and
security of the states in question and consequently undermine regional instability and cooperation.
Fifthly, Beijing is using PSCs so as to achieve political and geostrategic goals. In this context, the
PSCs must be seen as an extension of China’s regular armed forces (foremost People’s Liberation
Army/PLA).

Beijing is aware that the presence of the PLA has wide geopolitical and security implications, namely
as regards strengthening the perception of China as an assertive, hegemonistic and imperialistic actor
(Arduino, 2018, p. 2). As such, in order to reduce such suspicions and not reinforce the diplomatically
damaging ‘China threat narrative’ (Diallo, 2018, June 5), China increasingly relies on alternative
security providers operating outside the regular national security apparatus. These considerations,
articulated with a preference for ‘home-grown solutions’1, lie at the origin of the deployment of
Chinese PSCs. The Chinese government enacted in 2009 a new order (No. 564) by the State Council
(2019, October 13) leading to the legalisation and promotion of private security firms in the country.2
Although most focus on the domestic market, there is a growing number of PSCs active abroad — for
example the Shandong Huawei Security Group or the DeWe Security Service (Gafarov, 2019, p. 42).
Here, one can make following observations: Chinese leadership is obviously not willing to rely only

on host-nations’ security forces, and seems to be departing from its traditional non-supportive stand3

1 Besides earlier negative experiences with western PSCs, Chinese companies operating overseas are
convinced that national security entities are more thrustworthy in safeguarding confidential state and company
secrets. Shared language and culture are additional factors (Duarte, 2017, September 2; Gafarov, 2019, p.
41).

2 It is estimated that since the new regulations become effective on January 1, 2010, around 5200 new
registered PSCs have emerged - with roughly three million security officers (Diallo, 2018, June 5; Arduino,
2018, p. 5).

3 Despite the domestic legalization of PSCs, they are still hindered by law for example as regards the use of
lethal weapons abroad (Brautigam & Schwartz, 2016, September 5). However, a certain legal grey area exists
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as regards PSCs (Brautigam & Schwartz, 2016, September 5). The country is also changing its
decades-old doctrine of non-interference in the internal affairs of other states. Furthermore, the
‘blurred line between private and public sectors in China’ (Diallo, 2018, June 5) as well as Chinese
state-owned enterprises/SOEs (deploying PSCs abroad) characteristic modus operandi of
interweaving commercial and political factors (Arduino, 2018, March 20) in investment decisions
allows Beijing to keep a firm grip on the country’s PSCs and instrumentalize them as a foreign policy
asset. As such, it does not come by surprise that PSCs - despite their nominally private status - ‘tend
to operate with the tacit support and encouragement of the Chinese government” and maintain close
ties to the Chinese authorities (Legarda & Nouwens, 2018, p. 4).

Promoted by Beijing, Chinese PSCs are now entering the new markets offered by the BRI. However,
despite having Africa, Iraq and Afghanistan as earlier testing grounds, Chinese PSCs — when
compared to their western counterparts — lack experience, professionalism, and training. They also
operate in a legal grey area combined with a lack of oversight and regulatory framework. Against this
backdrop, the following factors need to be considered in order to assess the impacts of Chinese PSCs
on the situation of human rights, political freedoms and democracy in host countries. The use of
Chinese security contractors has been not authorized through any kind of democratic process.
Consequently, PSCs might not feel bound to follow humanitarian laws or respect human rights. Here
one needs to be aware that PSCs are usually more concerned about operational effectiveness than
following international humanitarian laws or respecting political and human rights or democratic
norms.

It is entirely possible that PSCs carrying out their business in politically unstable countries (for
example Pakistan) characterized by an extreme low quality of democracy, lack of civilian control
over armed forces, and lack of respect for political and human rights, can act with legal impunity.
Due to the increasing economic dependence by many BRI states, foremost Pakistan (Wolf, 2019),
Beijing’s growing influence in their political decision-making is rising — and the question emerges
regarding how far these states are both willing and able to exercise effective oversight over Chinese
PSCs operating on their soil. In other words, there will most likely lack any institution or mechanism
holding Chinese private security contractors accountable for their activities.

Generally, it is stated by observers that the human rights records by PSCs in conflict zones far exceed

that by state armies and other armed groups (Cilliers & Mason Peggy, 1999). Yet such statements are

(for example as concerns Sino-foreign joint ventures or the deployment of local armed personal, Diallo, 2018,
June 5) which helps Chinese PSCs to be fully operational abroad (in terms of ‘military-style services’).
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based on the observations of well-trained and experienced western PSCs4. It remains to be seen if
and how much Chinese PSCs will follow internationally accepted code of conducts, including
internalised standards of human rights and behaviour as well as respect for rule of law and democracy.
Another crucial aspect is that Chinese companies (both SOEs and private) have the habit not to hire
the best PSCs but choose the cheapest option available instead. This contributes to the fact that amny
Chinese firms operating in ‘hot areas’ do not possess proper security market knowledge (Arduino,
2018, p. 165). Furthermore, Chinese firms tend to underestimate the real risk they are facing (Duarte,
2017, September 2). These trends could increase the already growing conflicts between Chinese
companies and workers and local communities. Here, inadequate risk assessments, combined with
the deployment of insufficiently trained security contractors, might intensify existing conflicts and
create additional tensions.

Final thoughts

Being created by an autocratic regime, it is important to note that Chinese PSCs are operating without
any democratic oversight. This is relevant to countries with unhealthy civil-military relations, non-
existing checks and balances, and a strong role in politics by domestic armed forces. It is entirely
possible for Chinese PSCs to develop connections with host countries’ security sector agents and
further undermine civilian government’s monopoly on the use of force and security-related decision-
making power. Moreover, there is the strong likelihood that security contractors will be complicit
with local armed forces in human rights violations and suppression of democratic freedoms.

Finally, it is clear that Beijing’s willingness to invest and conduct businesses in overseas high-risk
environments under the BRI umbrella requires a wide range of security services. However, there are
also clear indications that the use of PSCs far exceeds the task of just protecting commercial interests
and Chinese nationals. The persistently growing international activities by China’s private security
industry is not about replacing the PLA - it must rather be seen as an extension of Beijing’s portfolio
of security-related tools/assets in foreign policy and capacity building. As such, the deployment of
PSCs constitutes an essential pillar of a parallel military strategy in which Chinese private security

4 Despite the efforts by these western PSCs to maintain their professional reputation and client confidence,
there are also examples of involvement in human rights violations and criminal acts (for example the killing of
17 Iraqi civilians in Baghdad (Nisour Square incident) through security contractors of the US PSC Blackwater,
Arduino, 2018, p. 3).
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contractors fulfil complementary functions in protecting Chinese interests along BRI areas (Duarte,
2017, September 2).
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